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UNIT T |
Introduction

1.1DATA COMMUNICATIONS

Data communications are the exchange of data between two devices via someffo
transmission medium such as a wire cable. For data communications to occur, the
communicating devices must be part of a communication system made up of a combination of
hardware (physical equipment) and software (programs). The effectiveness ofaa dat
communications system depends on four fundamental characteristics: delivery, accuracy,
timeliness, and jitter.

1. Delivery. The system must deliver data to the correct destination. Data must be received by
the intended device or user and only by tleatice or user.

2. Accuracy. The system must deliver the data accurately. Data that have been altered in
transmission and left uncorrected are unusable.

3. Timeliness The system must deliver data in a timely manner. Data delivered late are useless.
In the case of video and audio, timely delivery means delivering data as they are produced, in the
same order that they are produced, and without significant delay. This kind of delivery is called
reaktime transmission.

4. Jitter. Jitter refers to the variain in the packet arrival time. It is the uneven delay in the
delivery of audio or video packets. For example, let us assume that video packets are sent every
30 ms. If some of the packets arrive with-188 delay and others with 4fis delay, an uneven
quality in the video is the result.

Components

A data communications system has five components:

Rule |: Rule 1:
Rule 2: Rule 2:
we Protocol Protocol we

R :
ule n — Message =

L Gt G i e et g
Sender [

1. Message The message is the information (data) to be communicated. Popular forms of
information include text, numbers, pictures, audio, addo.

2. Sender The sender is the device that sends the data message. It can be a computer,
workstation, telephone handset, video camera, and so on.

3. Receiver The receiver is the device that receives the message. It can be a computer,
workstation, teephone handset, television, and so on.

4. Transmission medium The transmission medium is the physical path by which a message
travels from sender to receiver. Some examples of transmission media include paisteote,

coaxial cable, fibepptic cabé, and radio waves.

Medium
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5. Protocol. A protocol is a set of rules that govern data communications. It represents an
agreement between the communicating devices. Without a protocol, two devices may be
connected but not communicating.

Data Representation

Information today comes in different forms such as text, numbers, images, audio, and
video.

Text

In data communications, text is represented as a bit pattern, a sequence of bits (0Os or 1s).
Different sets of bit patterns have been designed to represenyitaxols. Each set is called a

code, and the process of representing symbols is called coding. Today, the prevalent coding
system is called Unicode, which uses 32 bits to represent a symbol or character used in any
language in the world.

Numbers

Numbers a& also represented by bit patterns. However, a code such as ASCII is not used to
represent numbers; the number is directly converted to a binary number to simplify mathematical
operations.

Images
Images are also represented by bit patterns. In its sitriples, an image is composed of a
matrix of pixels (picture elements), where each pixel is a small dot. The size of the pixel depends
on the resolution. For example, an image can be divided into 1000 pixels or 10,000 pixels. In the
second case, there idatter representation of the image (better resolution), but more memory is
needed to store the image.

After an image is divided into pixels, each pixel is assigned a bit pattern. The size and the
value of the pattern depend on the image. For an image ohaddéy black andwhite dots (e.g.,
a chessboard), aMdit pattern is enough to represent a pixel.

There are several methods to represefdr images. One method is called RGB, so called
because each color is made of a combination of three prooboms red, green, and blue.

Audio

Audio refers to the recording or broadcasting of sound or music. Audio is by nature different
from text, numbers, or images. It is continuous, not discrete. Even whesengemicrophone to
change voice or music to an electsignal, we create a continuous signal.

Video

Video refers to the recording or broadcasting of a picture or movie. Video can either be produced
as a continuous entity (e.g., by a TV camera), or it can be a combination of images, each a
discrete entityarranged to convey the idea of motion.
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Data Flow

Communication between two devices can be simplex;dugfex, or fullduplex as shown in
figure.

Direction of data

Mainframe Monitor

a. Simplex

Direction of data at time 1 B

Station [

Station —
’ Direction of data at time 2

b. Half-duplex

Direction of data all the time

<. Full-duplex

Simplex

In simplex mode, the communication is unidirectional, as on anayesteet. Only one of the

two devices on a link can transmit; the other can only receive. Keyboards and traditional
monitors are examples of simplex devices. The keyboard can only introduce input; the monitor
can only accept output. The simplex mode can userttiee capacity of the channel to send data

in one direction.

Half-Duplex
In half-duplex mode, each station can both transmit and receive, but not at the same time. When
one device is sending, the other can only receive, and vice versa. Indaplaltransmission,
the entire capacity of a channel is taken over by whichever of the two devices is transmitting at
the time. Walkietalkies and CB (citizens band) radios are both-tafflex systems.

The haltduplex mode is used in cases where there is rd f@ communication in both
directions at the same time; the entire capacity of the channel can be utilized for each direction.

Full -Duplex
In full-duplex made (also, called duplex), both stations can transmit and receive simultaneously.
In full-duplexmode, signals going in one direction share the capacity of the link with signals
going in the other direction. This sharing can occur in two ways: Either the link must contain two
physically separate transmission paths, one for sending and the othecdmtinge or the
capacity of the channel is divided between signals travelling in both directions.

One common example of fulluplex communication is the telephone network. The full
duplex mode is used when communication in both directions is requiretiealinbe. The
capacity of the channel, however, must be divided between the two directions.
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1.2 NETWORKS

A network is a set of devices (often referred to as nodes) connected by communication links. A
node can be a computer, printer, or any other devipabta of sending and/or receiving data
generated by other nodes on the network.

Distributed Processing

Most networks use distributed processing, in which a task is divided among multiple computers.
Instead of one single large machine being responsibla@lfoaspects of a process, separate
computers (usually a personal computer or workstation) handle a subset.

Network Criteria

A network must be able to meet a certain number of criteria. The most important of these are
performance, reliability, and seaty.

Performance

Performance can be measured in many ways, including transit time and response time. Transit
time is the amount of time required for a message to travel from one device to another. Response
time is the elapsed time between an inquiry antesponse. The performance of a network
depends on a number of factors, including the number of users, the type of transmission medium,
the capabilities of the connected hardware, and the efficiency of the software. Performance is
often evaluated by twoetworking metrics: throughput and delay.

We often need more throughput and less delay.

Reliability
In addition to accuracy of delivery, network reliability is measured by the frequency of failure,
the time it takes a link to recover from a failure, #&melnetwork's robustness in a catastrophe.

Security

Network security issues include protecting data from unauthorized access, protecting data from
damage and development, and implementing policies and procedures for recovery from breaches
and data losses

Physical Structures

Type of Connection

A network is two or more devices connected through links. A link is a communications pathway
that transfers data from one device to another. For communication to occur, two devices must be
connected in some way the same link at the same time. There are two possible types of
connections: poinrto-point and multipoint.

Point-to-Point A point-to-point connection provides a dedicated link between two devices. The
entire capacity of the link is reserved for transias between those two devices. Most paaat
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point connections use an actual length of wire or cable to connect the two ends, but other
options, such as microwave or satellite links, are also possible.

Link

a. Point-to-point

Multipoint A multipoint (al© called multidrop) connection is one in which more than two
specific devices share a single link. In a multipoint environment, the capacity of the channel is
shared, either spatially or temporally. If several devices can use the link simultaneousdy, it is
spatially shared connection. If users must take turns, it is a timeshared connection.

Link

Mainframe

b. Multipoint

Physical Topology

The term physical topology refers to the way in which a network is laid out physically. Two or
more devices connect toiak; two or more links form a topology. The topology of a network is
the geometric representation of the relationship of all the links and linking devices (usually
called nodes) to one another. There are four basic topologies possible: mesh, star,rbngs, and

Topology

|

Mesh Star Bus Ring

Mesh In a mesh topology, every device has a dedicated-pmipint link to every other device.
The term dedicated means that the link carries traffic only between the two devices it connects.
To find the nuber of physical links in a fully connected mesh network with n nodes, we first
consider that each node must be connected to every other node. Node 1 must be conné&cted to n
nodes, node 2 must be connected tb modes, and finally node n must be conmédte nl
nodes. We need n{h) physical links. However, if each physical link allows communication in
both directions (duplex mode), we can divide the number of links by 2. In other words, we can
say that in a mesh topology, we need

nin-1)/2
duplexmode links.
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A mesh offers several advantages over other network topologies.

1. The use of dedicated links guarantees that each connection can carry its own data load,
thus eliminating the traffic problem#dt can occur when links must be shared by
multiple devices.

2. A mesh topology is robust. If one link becomes unusable, it does not incapacitate the
entire system.

3. There is the advantage of privacy or security. When every message travels along a
dedicatedine, only the intended recipient sees it. Physical boundaries prevent other users
from gaining access to messages.

4. Pointto-point links make fault identification and fault isolation easy. Traffic can be
routed to avoid links with suspected problems. Tacdlity enables the network manager
to discover the precise location of the fault and aids in finding its cause and solution.

The main disadvantages of a mesh are related to the amount of cabling and the number of I/O
ports required.
1. Because every dewc must be connected to every other device, installation and
reconnection are difficult.
2. The sheer bulk of the wiring can be greater than the available space (in walls, ceilings, or
floors) can accommodate.
3. The hardware required to connect each link {@ts and cable) can be prohibitively
expensive.
For these reasons a mesh topology is usually implemented in a limited fashion, for example, as a
backbone connecting the main computers of a hybrid network that can include several other
topologies.

Star Topology In a star topology, each device has a dedicated -pwpoint link only to a

central controller, usually called a hub. The devices are not directly linked to one another. Unlike

a mesh topology, a star topology does not allow direct traffic betweeices. The controller

acts as an exchange: If one device wants to send data to another, it sends the data to the
controller, which then relays the data to the other connected device.
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Hub
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Advantages:

1. A star topology is less expensithan a mesh topology. In a star, each device needs only
one link and one /O port to connect it to any number of others. This factor also makes it
easy to install and reconfigure. Far less cabling needs to be housed, and additions, moves,
and deletionsnvolve only one connection: between that device and the hub.

2. Other advantages include robustness. If one link fails, only that link is affected. All other
links remain active. This factor also lends itself to easy fault identification and fault
isolation. As long as the hub is working, it can be used to monitor link problems and
bypass defective links.

Disadvantages:
1. One big disadvantage of a star topology is the dependency of the whole topology on one
single point, the hub. If the hub goes down, the whgstem is dead.
2. Although a star requires far less cable than a mesh, each node must be linked to a central
hub. For this reason, often more cabling is required in a star than in some other
topologies.

Bus TopologyThe preceding examples all describe poapoint connections. A bus topology,
on the other hand, is multipoint. One long cable acts as a backbone to link all the devices in a

network.

Drop line Drop line

Drop line

4 Cable end

Cable end ; ‘
Tap Tap Tap

Nodes are connected to the bus cable by drop lines and taps. A drop line is a comaecirgy
between the device and the main cable. A tap is a connector that either splices into the main
cable or punctures the sheathing of a cable to create a contact with the metallic core. As a signal
travels along the backbone, some of its energyaisstormed into heat. Therefore, it becomes
weaker and weaker as it travels farther and farther. For this reason there is a limit on the number
of taps a bus can support and on the distance between those taps.

Advantages:
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1. Advantages of a bus topology indki ease of installation. Backbone cable can be laid
along the most efficient path, then connected to the nodes by drop lines of various
lengths. In this way, a bus uses less cabling than mesh or star topologies.

2. In a bus, redundancy is eliminated. Only Heekbone cable stretches through the entire
facility. Each drop line has to reach only as far as the nearest point on the backbone.

Disadvantages:

1. Disadvantages include difficult reconnection and fault isolation. A bus is usually
designed to be optimallgfficient at installation. It can therefore be difficult to add new
devices.

2. Signal reflection at the taps can cause degradation in quality. This degradation can be
controlled by limiting the number and spacing of devices connected to a given length of
cable. Adding new devices may therefore require modification or replacement of the
backbone.

3. afault or break in the bus cable stops all transmission, even between devices on the same
side of the problem. The damaged area reflects signals back in theodiretctrigin,
creating noise in both directions.

Ring Topology In a ring topology, each device has a dedicated {toipbint connection with

only the two devices on either side of it. A signal is passed along the ring in one direction, from
device to deie, until it reaches its destination. Each device in the ring incorporates a repeater.
When a device receives a signal intended for another device, its repeater regenerates the bits and
passes them along.

Repeater Repeater

Repeater Repeater
Repeater Repeater

Advantages:

1. A ring is relatiely easy to install and reconfigure. Each device is linked to only its
immediate neighbors.

2. To add or delete a device requires changing only two connections. The only constraints
are media and traffic considerations (maximum ring length and number oéslevic

3. In addition, fault isolation is simplified. Generally in a ring, a signal is circulating at all
times. If one device does not receive a signal within a specified period, it can issue an
alarm. The alarm alerts the network operator to the problenmsatwtation.

Disadvantages:
1. Unidirectional traffic can be a disadvantage. In a simple ring, a break in the ring (such as
a disabled station) can disable the entire network. This weakness can be solved by using a
dual ring or a switch capable of closinffj e break.
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Hybrid Topology A network can be hybrid. For example, we can have a main star topology with
abu

Network Models

Computer networks are created bhfferent entities. Standards are needed so that these
heterogeneous networks can communicate with one another. The twanbest standards are

the OSI model and the Internet model. The OSI (Open Systems Interconnection) model defines a
sevenlayer netwok; the Internet model defines a filayer network.

Categories of Networks
Local Area Network

A local area network (LAN) is usually privately owned and links the devices in a single office,
building, or campus. Depending on the needs of an org@mizand the type of technology used,

a LAN can be as simple as two PCs and a printer in someone's home office; or it can extend
throughout a company and include audio and video peripherals. Currently, LAN size is limited to
a few kilometers.

LANs are degned to allow resources to be shared between personal computers or
workstations. The resources to be shared can include hardware (e.g., a printer), software (e.g., an
application program), or data. A common example of a LAN, found in many business
envirorments, links a workgroup of tasklated computers, for example, engineering
workstations or accounting PCs. One of the computers may be given a large capacity disk drive
and may become a server to clients. Software can be stored on this central sens=daasl
needed by the whole group.

In addition to size, LANs are distinguished from other types of networks by their
transmission media and topology. In general, a given LAN will use only one type of transmission
medium. The most common LAN topologies btss, ring, and star.
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Hub

Wide Area Network

A wide area network (WAN) provides lordistance transmission of data, image, audio, and
video information over large geographic areas that may comprise a country, a continent, or even
the whole world.

A WAN canbe as complex as the backbones that connect the Internet or as simple aga dial
line that connects a home computer to the Internet. We normally refer to the first as a switched
WAN and to the second as a peiatpoint WAN. The switched WAN connects tead systems,

which usually comprise a router (intervedrking connecting device) that connects to another
LAN or WAN. The pointto-point

WAN is normally a line leased from a telephone or cable TV provider that connects a home
computer or a small LAN tan Internet service provider (ISP). This type of WAN is often used

to provide Internet access.

LT

| End system

A\ A\
A e | X
A /\

End system

AR |

End system

Point-to-point
WAN

Computer

b. Point-to-point WAN
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Metropolitan Area Networks

A metropolitan area network (MAN) is a network with a size between a LAN and a WAN. It
normally covers the areasitle a town or a city. It is designed for customers who need a high
speed connectivity, normally to the Internet, and have endpoints spread over a city or part of city.
A good example of a MAN is the part of the telephone company network that can provide a
high-speed DSL line to the customer.

Interconnection of Networks: Internetwork

Today, it is very rare to see a LAN, a MAN, or a LAN in isolation; they are connected to one
another. When two or more networks are connected, they become an internetieknet.

As an example, assume that an organization has two officegparate citiesOne
established office has a bus topology LAN; the other office has a star topology LAN. The
presidentives in some other citgnd needs to have control over the pamyfrom her home. To
create a backbone WAN for connecting these three entities (two LANs and the president's
computer), a switched WAN (operated by a service provider such as a telecom company) has
been leased. To connect the LANSs to this switched WAMever, three pointo-point WANSs
are required. These poitd-point WANs can be a highpeed DSL line offered by a telephone
company or a cable modem line offered by a cable TV provider as shown:

President
[

Poinl—lo—poinl:.
WAN r

-
Moden (E=ikf

% Point-to-point
WAN

*  WAN

1.3 THE INTERNET
The Internet is atructured, organized system. We begin with a brief history of the Internet.

A Brief History
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In the mid1960s, mainframe computers in research organizations were-adtared devices.
Computers from different manufacturers were unable to communicateongtranother. The
Advanced Research Projects Agency (ARPA) in the Department of Defense (DoD) was
interested in finding a way to connect computers so that the researchers they funded could share
their findings, thereby reducing costs and eliminating dujpdinaof effort.

In 1967, at an Association for Computing Machinery (ACM) meeting, ARPA presented its
ideas for ARPANET, a small network of connected computers. The idea was that each host
computer (not necessarily from the same manufacturer) would bdeaitdo a specialized
computer, called an interface message processor (IMP). The IMPs, in turn, would be connected
to one another. Each IMP had to be able to communicate with other IMPs as well as with its own
attached host.

By 1969, ARPANET was a realityrour nodes, at the University of California at Los
Angeles (UCLA), the University of California at Santa Barbara (UCSB), Stanford Research
Institute (SRI), and the University of Utah, were connected via the IMPs to form a network.
Software called the Netwk Control Protocol (NCP) provided communication between the
hosts.

In 1972, Vint Cerf and Bob Kahn, both of whom were part of the core ARPANET group,
collaborated on what they called the Internetting Project. Cerf and Kahn'skdl973 paper
outlined the protocols to achieve eotend delivery of packets. This paper on Transmission
Control Protocol (TCP) included concepts such as encapsulation, the datagram, and the functions
of a gateway.

Shortly thereafter, authorities made a decision to split TiG#® two protocols:
Transmission Control Protocol (TCP) and Internetworking Protocol (IP). IP would handle
datagram routing while TCP would be responsible for hidggnexl functions such as
segmentation, reassembly, and error detection. The internetwgnidtarol became known as
TCP/IP.

The Internet Today

The Internet today is not a simple hierarchical structure. It is made up of manyawdie®cal

area networks joined by connecting devices and switching stations. It is difficult to give an
accurate epresentation of the Internet because it is continually changew networks are

being added, existing networks are adding addresses, and networks of defunct companies are
being removed. Today most end users who want Internet connection use the séivieraet

service providers (ISPs). There are international service providers, national service providers,
regional service providers, and local service providers. The Internet today is run by private
companies, not the government. The figure shows aepinal (not geographic) view of the
Internet.
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ISP

Regional
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b. Interconnection of national ISPs

International Internet Service Providers
At the top of the hierarchy are the international service providers that connect nations together.

National Internet Service Proders

The national Internet service providers are backbone networks created and maintained by
specialized companies. To provide connectivity between the end users, these backbone networks
are connected by complex switching stations (normally run by a pary) called network

access points (NAPs). Some national ISP networks are also connected to one another by private
switching stations called peering points. These normally operate at a high data rate.

Regional Internet Service Providers
Regional intemeservice providers or regional ISPs are smaller ISPs that are connected to one or
more national ISPs. They are at the third level of the hierarchy with a smaller data rate.

Local Internet Service Providers

Local Internet service providers provideetit service to the end users. The local ISPs can be
connected to regional ISPs or directly to national ISPs. Most end users are connected to the local
ISPs.

1.4 PROTOCOLS AND STANDARDS

Protocols
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In computer networks, communication occurs between esiiti different systems. An entity is
anything capable of sending or receiving information. However, two entities cannot simply send
bit streams to each other and expect to be understood. For communication to occur, the entities
must agree on a protocol. protocol is a set of rules that govern data communications. A
protocol defines what is communicated, how k is communicated, and when it is communicated.
The key elements of a protocol are syntax, semantics, and timing.

» Syntax. The term syntax refers tte structure or format of the data, meaning the order in
which they are presented. For example, a simple protocol might expect the first 8 bits of data to
be the address of the sender, the second 8 bits to be the address of the receiver, and tiee rest of t
stream to be the message itself.

» Semantics The word semantics refers to the meaning of each section of bits. How is a
particular pattern to be interpreted, and what action is to be taken based on that interpretation?

» Timing. The term timing referto two characteristics: when data should be sent and how fast
they can be sent. For example, if a sender produces data at 100 Mbps but the receiver can process
data at only 1 Mbps, the transmission will overload the receiver and some data will be lost.

Standards

Standards are essential in creating and maintaining an open and competitive market for
equipment manufacturers and in guaranteeing national and international interoperability of data
and telecommunications technology and processes. Standardsdeprguidelines to
manufacturers, vendors, government agencies, and other service providers to ensure the kind of
interconnectivity necessary in today's marketplace and in international communications. Data
communication standards fall into two categordsfacto (meaning

"by fact" or "by convention") and de jure (meaning "by law" or "by regulation").

» De facta Standards that have not been approved by an organized body but have been adopted
as standards through widespread use are de facto standardact®estandards are often
established originally by manufacturers who seek to define the functionality of a new product or
technology.

» De jure. Those standards that have been legislated by an officially recognized body are de jure
standards.

StandardsOrganizations

Standards are developed through the cooperation of standards creation committees, forums, and
government regulatory agencies.

Standards Creation Committees

While many organizations are dedicated to the establishment of standards, data
telecommunications in North America rely primarily on those published by the following:

* International Organization for Standardization (ISO). The ISO is a multinational body
whose membership is drawn mainly from the standards creation committees ofsvariou
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governments throughout the world. The ISO is active in developing cooperation in the realms of
scientific, technological, and economic activity.

* International Telecommunication Elnion Telecommunication Standards Sector (ITEIT).

By the early 1970s, a umber of countries were defining national standards for
telecommunications, but there was still little international compatibility. The United Nations
responded by forming, as part of its International Telecommunication Union (ITU), a committee,
the Consubtive Committee for International Telegraphy and Telephony (CCITT). This
committee was devoted to the research and establishment of standards for telecommunications in
general and for phone and data systems in particular. On March 1, 1993, the name

of this committee was changed to the International Telecommunication Union
Telecommunication Standards Sector (AT

» American National Standards Institute (ANSI). Despite its hame, the American National
Standards Institute is a completely private, nonpdrporation not affiliated with the U.S.
federal government. However, all ANSI activities are undertaken with the welfare of the United
States and its citizens occupying primary importance.

» Institute of Electrical and Electronics Engineers (IEEE).The Institute of Electrical and
Electronics Engineers is the largest professional engineering society in the world. International in
scope, it aims to advance theory, creativity, and product quality in the fields of electrical
engineering, electronics, anadio as well as in all related branches of engineering. As one of its
goals, the IEEE oversees the development and adoption of international standards for computing
and communications.

» Electronic Industries Association (EIA). Aligned with ANSI, the Elettonic Industries
Association is a nonprofit organization devoted to the promotion of electronics manufacturing
concerns. Its activities include public awareness education and lobbying efforts in addition to
standards development. In the field of inforraattechnology, the EIA has made significant
contributions by defining physical connection interfaces and electronic signaling specifications
for data communication.

Forums

Telecommunications technology development is moving faster than the abilitpredasts
committees to ratify standards. Standards committees are procedural bodies and by nature slow
moving. To accommodate the need for working models and agreements and to facilitate the
standardization process, many spetigrest groups have devpkd forums made up of
representatives from interested corporations. The forums

work with universities and users to test, evaluate, and standardize new technologies. By
concentrating their efforts on a particular technology, the forums are able to spepthiace

and use of those technologies in the telecommunications community. The forums present their
conclusions to the standards bodies.

Regulatory Agencies
All communications technology is subject to regulation by government agencies such as the

Fedeal Communications Commission (FCC) in the United States. The purpose of these agencies
is to protect the public interest by regulating radio, television, and wire/cable communications.
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The FCC has authority over interstate and international commerce aslates to
communications.

Internet Standards

An Internet standard is a thoroughly tested specification that is useful to and adhered to by those
who work with the Internet. It is a formalized regulation that must be followed. There is a strict
procedue by which a specification attains Internet standard status. A specification begins as an
Internet draft. An Internet draft is a working document (a work in progress) with no official
status and a-fonth lifetime. Upon recommendation from the Interndhauities, a draft may

be published as a Request for Comment (RFC). Each RFC is edited, assigned a number, and
made available to all interested parties. RFCs go through maturity levels and are categorized
according to their requirement level.

Chapter 2
Network Models

2.1 LAYERED TASKS

As an example, let us consider two friends who communicate through postal mail. The process
of sending a letter to a friend would be complex if there were no services available from the post
office. The figure shows the g®in this task.

Sender Receiver
a -

3 %
i L |

The letter is written, The letter is picked up,
put in an envelope, and Higher layers removed from the
dropped in a mailbox. envelope, and read.
The letter is carried The letter is carried
from the mailbox Middle layers from the post office
to a post office. to the mailbox.
The letter is delivered The letter is delivered
to a carrier by the post Lower layers from the carrier
office. to the post office.

_

The parcel is carried from
the source to the destination.

Sender, Receiver, and Carrier

In Figure 2.1 we have a sender, a receiver, and a carrier that transports the letter. There is a
hierarchy of tasks.

At the Sender Site
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The activities that take place aetkender site, in order, are:

1 Higher layer. The sender writes the letter, inserts the letter in an envelope, writes the
sender and receiver addresses, and drops the letter in a mailbox.
Middle layer. The letter is picked up by a letter carrier and dedigi¢o the post office.

1
1 Lower layer. The letter is sorted at the post office; a carder transports the letter.

On the Way

The letter is then on its way to the recipient. On the way to the recipient's local post office, the
letter may actually go thr@h a central office. In addition, it may be trapsrted by truck, train,
airplane, boat, or a combination of these.

At the Receiver Site
1 Lower layer. The carrier transports the letter to the post office.
1 Middle layer. The letter is sorted and delieerto the recipient's mailbox.
1 Higher layer. The receiver picks up the letter, opens the envelope, and reads it.

Hierarchy

According to our analysis, there are three different activities at the sender site and another three
activities at the receiverts. The task of transporting the letter between the sender and the
receiver is done by the carrier. Something that is not obvious immediately is that the tasks must
be done in the order given in the hierarchy. At the sender site, the letter must be avritte
dropped in the mailbox before being picked up by the letter carrier and delivered to the post
office. At the receiver site, the letter must be dropped in the recipient mailbox before being
picked up and read by the recipient.

Services

Each layer athe sending site uses the services of the layer immediately below it. The sender at
the higher layer uses the services of the middle layer. The middle layer uses the services of the
lower layer. The lower layer uses the services of the carrier. The dayerdel that dominated

data communications and networking literature before 1990 was the Open Systems
Interconnection (OSI) model.

2.2 THE OSI MODEL
The OSI model is a layered framework for the design of network systems that allows

communication betweeall types of computer systems. It consists of seven separate but related
layers, each of which defines a part of the process of moving information across a network.
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7 Application
6 Presentation
5 Session

4 Transport
3 Network

2 Data link
1 Physical

Layered Architecture

The OSI model is composeaf seven ordered layers: physical (layer 1), data link (layer 2),
network (layer 3), transport (layer 4), session (layer 5), presentation (layer 6), and application
(layer 7). The following figure shows the layers involved when a message is sent fraem Alevi
to device B. As the message travels from A to B, it may pass through many intermediate nodes.
These intermediate nodes usually involve only the first three layers of the OSI model.

Within a single machine, each layer calls upon the services of thejlesy below it. Layer
3, for example, uses the services provided by layer 2 and provides services for layer 4. Between
machines, layer x on one machine communicates with layer x on another machine. This
communication is governed by an agregubn serie®f rules and conventions called protocols.
The processes on each machine that communicate at a given layer are cakedpeeer
processes. Communication between machines is therefore dofmsmr process using the
protocols appropriate to a given laye

Peerto-Peer Processes

At the physical layer, communication is direct: In the figure below, device A sends a stream of
bits to device B (through intermediate nodes). At the higher layers, however, communication
must move down through the layers owide A, over to device B, and then back up through the
layers. Each layer in the sending device adds its own information to the message it receives from
the layer just above it and passes the whole package to the layer just below it.

At layer 1 the entirgpackage is converted to a form that can be transmitted to the receiving
device. At the receiving machine, the message is unwrapped layer by layer, with each process
receiving and removing the data meant for it. For example, layer 2 removes the datbomeant
then passes the rest to layer 3. Layer 3 then removes the data meant for it and passes the rest to
layer 4, and so on.
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Device Device

Intermediate Intermediate
node node
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Peer-to-peer protocol (7th layer)
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Physical communication

Figure 2.3
Interfaces Between Layers

The passing of the data and network information down through ybeslaf the sending device

and back up through the layers of the receiving device is made possible by an interface between
each pair of adjacent layers. Each interface defines the information and services a layer must
provide for the layer above it. Welkfined interfaces and layer functions provide modularity to

a network. As long as a layer provides the

expected services to the layer above it, the specific implementation of its functions can be
modified or replaced without requiring changes to the sadmng layers.

Organization of the Layers

The seven layers can be thought of as belonging to three subgroups. Layers 1,-Alarsical,
data link, and network are the network support layers; they deal with the physical aspects of
moving data fronone device to another (such as electrical specifications, physical connections,
physical addressing, and transport timing and reliability). Layers 5, 6, andséssion,
presentation, and application can be thought of as the user support layers; theywall
interoperability among unrelated software systems. Layer 4, the transport layer, links the two
subgroups and ensures that what the lower layers have transmitted is in a form that the upper
layers can use. The upper OSI layers are almost always impeamensoftware; lower layers
are a combination of hardware and software, except for the physical layer, which is mostly
hardware.

The following figure gives an overall view of the OSI layers, D7 means the data unit at
layer 7, D6 means the data unit atda6, and so on. The process starts at layer 7 (the application
layer), then moves from layer to layer in descending, sequential order. At each layer, a header, or
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possibly a trailer, can be added to the data unit. Commonly, the trailer is added ek &. |
When the formatted data unit passes through the physical layer (layer 1), it is changed into an
electromagnetic signal and transported along a physical link.

Upon reaching its destination, the signal passes into layer 1 and is transformed back into
digital form. The data units then move back up through the OSI layers. As each block of data
reaches the next higher layer, the headers and trailers attached to it at the corresponding sending
layer are removed, and actions appropriate to that layealea.tBy the time it reaches layer 7,
the message is again in a form appropriate to the application and is made available to the
recipient.

Encapsulation

Figure 2.3 reveals another aspect of data communications in the OSI model: laticapsi

packet (header and data) at level 7 is encapsulated in a packet at level 6. The whole packet at
level 6 is encapsulated in a packet at level 5, and so on. In other words, the data portion of a
packet at level N 1 carries the whole packet

(dataand header and maybe trailer) from level N. The concept is called encapsulation;:lgével N

is not aware of which part of the encapsulated packet is data and which part is the header or
trailer. For level N 1, the whole packet coming from level N is teghas one integral unit.

2.3 LAYERS IN THE OSI MODEL
Physical Layer

The physical layer coordinates the functions required to carry a bit stream over a physical
medium. It deals with the mechanical and electrical specifications of the interface and
trarsmission medium. It also defines the procedures and functions that physical devices and
interfaces have to perform for transmission to occur. The following figure shows the position of
the physical layer with respect to the transmission medium and thinétdtsyer.
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From data link layer To data link layer

Physical
layer

Physical
layer

The physical layer is also concerned with the following:

T

Physical characteristics of interfaces and mediumThe physical layer defines the
characteristics of the interface between the devices and the transmm&slom. It also
defines the type of transmission medium.

Representation of bits The physical layer data consists of a stream of bits (sequence of
Os or Is) with no interpretation. To be transmitted, bits must be encoded into signals
electrical or optial. The physical layer defines the type of encoding (how Os and 1s are
changed to signals).

Data rate. The transmission rat¢he number of bits sent each seceisdalso defined by

the physical layer. In other words, the physical layer defines the alum@tia bit, which

is how long it lasts.

Synchronization of bits The sender and receiver not only must use the same bit rate but
also must be synchronized at the bit level. In other words, the sender and the receiver
clocks must be synchronized.

Line configuration. The physical layer is concerned with the connection of devices to
the media. In a poirtb-point configuration, two devices are connected through a
dedicated link. In a multipoint configuration, a link is shared among several devices.
Physicd topology. The physical topology defines how devices are connected to make a
network. Devices can be connected by using a mesh topology (every device is connected
to every other device), a star topology (devices are connected through a central device), a
ring topology (each device is connected to the next, forming a ring), a bus topology
(every device is on a common link), or a hybrid topology (this is a combination of two or
more topologies).

Transmission mode The physical layer also defines the direatiof transmission
between two devices: simplex, hdifiplex, or fullduplex. In simplex mode, only one
device can send; the other can only receive. The simplex mode is -wagne
communication. In the hatlluplex mode, two devices can send and receive)diut the

same time. In a fulluplex (or simply duplex) mode, two devices can send and receive at
the same time.

Data Link Layer

The data link layer transforms the physical layer, a raw transmission facility, to a reliable link. It
makes the physicdayer appear errefree to the upper layer (network layer). The figure shows
the relationship of the data link layer to the network and physical layers.
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From network layer To network layer

Frame

e Frame
| | |

|FH2

Data link layer Data link layer

To physical layer From physical layer

Other responsibilities of the data link layer include the following:

)l
1

l

Framing. The data link layer divides the stream of bits received from the network layer
into manageable data units called frames.

Physical addressing If frames are to be distributed to different systems on the network,
the data link layer adds a header to filaene to define the sender and/or receiver of the
frame. If the frame is intended for a system outside the sender's network, the receiver
address is the address of the device that connects the network to the next one.

Flow control. If the rate at whichhte data are absorbed by the receiver is less than the
rate at which data are produced in the sender, the data link layer imposes a flow control
mechanism to avoid overwhelming the receiver.

Error control . The data link layer adds reliability to the phyidayer by adding
mechanisms to detect and retransmit damaged or lost frames. It also uses a mechanism to
recognize duplicate frames. Error control is normally achieved through a trailer added to
the end of the frame.

Access control When two or more déses are connected to the same link, data link
layer protocols are necessary to determine which device has control over the link at any
given time.

The figure illustrates hem-hop (nodeto-node) delivery by the data link layer.

End

Intermediate system
system

End
system

Intermediate

Intermediate
system

F
Hop-to-hop delivery LHOp-to-hopdc]ivery I Hop-to-hop delivery |
[ | |

F
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A B E

l::l Daca tink [ 4 [y | patatink [ 4 J 3 | pevatink :I
h_J Physical l——||_ —I Physical | | [ —I Physical E :]

Hop-to-hop delivery Hop-to-hop delivery Hop-to-hop delivery
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Communication at the data link layer occurs between two adjacent nodes. To send data from A
to F, three partial deliveries are made. First, the data link layer at A sends a frame to the data link
layer at B (a router). $end, the data link layer at B sends a new frame to the data link layer at
E. Finally, the data link layer at E sends a new frame to the data link layer at F.

Network Layer

The network layer is responsible for the sotieeestination delivery of a paek possibly
across multiple networks (links). Whereas the data link layer oversees the delivery of the packet
between two systems on the same network (links), the network layer ensures that each packet
gets from its point of origin to its final destinatio

If two systems are connected to the same link, there is usually no need for a network layer.
However, if the two systems are attached to different networks (links) with connecting devices
between the networks (links), there is often a need for theorletayer to accomplish sourte-
destination delivery. The figure shows the relationship of the network layer to the data link and
transport layers.

From transport layer To transport layer

— ——

Lm f Data o
|

-, | Packet

Packet ' H3 ! Data

J [ |

Network l I Network
layer layer

To data link layer From data link layer

Other responsibilities of the network layer include the following:

1 Logical addressing.The physical addressing implemented by the data link layer handles
the addressing problem locally. If a packet passes the network boundary, we need another
addressing system to help distinguish the source and destination systems. The network
layer adds a header to the packet coming from the upper layer that, among other things,
includes the logical addresses of the sender and receiver.

1 Routing. When independent networks or links are connected to create internetworks
(network of networks) or darge network, the connecting devices (called routers
switches) route or switch the packets to their final destination. One of the functions of the
network layer is to provide this mechanism.

The figure illustrates entb-end delivery by the networkyar.
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The network layer at A sends the packet to the network layer at B. When the packet arrives at
router B, the

router makes a decision based on the final destination (F) of the packet. As we will see in later
chapters, roter B uses its routing table to find that the next hop is router E. The network layer at
B, therefore, sends the packet to the network layer at E. The network layer at E, in turn, sends the
packet to the network layer at F.

Transport Layer

The transportiayer is responsible for processprocess delivery of the entire message. A
process is an application program running on a host. Whereas the network layer oversees source
to-destination delivery of individual packets, it does not recognize any relaijobgtween

those packets. It treats each one independently, as though each piece belonged to a separate
message, whether or not it does. The transport layer, on the other hand, ensures that the whole
message arrives intact and in order, overseeing baih antrol and flow control at the soufce
to-destination level. The figure shows the relationship of the transport layer to the network and
session layers.

Other responsibilities of the transport layer include the following:
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