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UNIT 2
SECURITY TECHNOLOGY

INTRODUCTION

Technical controls are essential to a welplanned information security program, particularly to enforce policy
for the many IT functions that are not under direct human control. Networks and computer systems mak
millions of decisions every second and opate in ways and at speeds that people cannot control in real time.

PHYSICAL DESIGN

The physical design of a security program is made up of two parts:
9 Security technology
91 Physical security
The team responsible for the physical design:
Selects specific telenologies to support the information security blueprint
Identifies complete technical solutions based on these technologies including deployment, operatiorif,
and maintenance elements, to improve the security of the environment
Designs physical security masures to support the technical solution
Prepares project plans for the implementation phase that follows

FIREWALLS
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of information from moving between the outside world, known as theuntrusted network (for example, the
Internet), and the inside world, known as thetrusted network. The firewall may be a separate compute
system, a software service running on an existing router or server, orseparate network containing a number

of supporting devices. Firewalls can be categorized by processing mode, development era, or structure.

PROCESSING MODES OF FIREWALLS

Firewalls fall into five major processingmaode categories:
" packetfiltering firewalls,
application gateways,
circuit gateways,
layer firewalls, and
hybrids

Packet-Filtering Firewall

U examines the header information of data packets that come into a network.

determines whether to drop a packet (deny) or forward i to the next network connection (allow) based
on the rules programmed into the firewall.

examine‘every incoming packet header and can selectively filter packets based on header informatiffin
such as destination address, source address, packet type, and otkey information.
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database.

If the device finds a packet that matches a restriction, it stops the packet from traveling from o
network to another.

The redrictions most commonly implemented in packetfiltering firewalls are based on a combination

of the following:
o0 |IP source and destination address
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Direction (inbound or outbound)

Protocol (for firewalls capable of examining the IP protocol layer)

Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) source and
destination port requests (for firewalls capable of examining the TCP/UPD layer)

its 32 bits
0 16

Header Header
version length

Type of service Type of service Source port ‘ Destination port
(4 bits) {4 bits) :

(8 bits) (16 bits)

Flags Sequence number
Identification (16 bits) (3 bits) Fragment offset (13 bits)

Acknowledgment number

Time to live (8 bits) Protocal (8 bits) Header checksum (16 bits) o reserved |U |A |P ‘R ‘s ; Window

‘4— TCP header —+ =

Source |P address (32 bits) Checksum Urgent pointer

Destination |P address (32 bits)

Options ! Padding

Options

Figure 6-2 IP Packet Structure Figure 6-3 TCP Packet Structure

Packet structure varies depending on the nature of the packet. The two primary service types are T&#l UDP
(as noted above). Figures @ and 64 show the structures of these two major elements of the combine

protocol known as TCP/IP.

Packet-filtering Trusted network

0 16 i )
router used as a first
generation firewall

'\‘ nEthrk ”__.
mtered — ,,’._
-\ 8 e e
data packets ‘

Figure 6-5 Packet-Filtering Router

Saurce port Destination port

Length Checksum

Figure 6-4 UDP Datagram Structure

Simple firewall models examine two aspects of the packet header: the destination and source address. T
enforce address restrictions

Figure 65 shows how a packefiltering router can be used as a simple firewall to filter data packets fro
inbound connections and allow outbound connections unrestricted access to the public network.

Service (HTTP, SMTP,
Source Address Destination Address FTP, Telnet) Action (Allow or Deny)

172.16.x.x 10.10.x.x Any Deny
192.168.x.x 10.10.10.25 Allow
192.168.0.1 10.10.10.10 Allow

Table 6-1 Sample Firewall Rule and Format

There are three subsets of packeiiltering firewalls:
static filtering,
dynamic filtering, and
stateful inspéection.

Static filtering.requires that the filtering rules be developed and installed with the firewall. The rules
are created and sequenced either by a person directly editing the rule set, or by a person using
programmable interface to specify the rules and the sequence.

A dynamic filtering firewall can react to an emergent event and update or create rules to deal with th
event. While static filtering firewalls allow entire sets of one type of packet to enter in response t{
authorized requests, thedynamic packetfiltering firewall allows only a particular packet with a
DAOOEAOI AO O1 OOAAR AAOOET AGET T h AT A BPI OO AAA
the firewall based on the information contained in the packet header.
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Stateful inspection firewalls dso called stateful firewalls, keep track of each network connectio
between internal and external systems using atate table A state table tracks the state and context g
each packet in the conversation by recording which station sent what packet and .

Source Destination Destination Time Remaining Total Time
Address Source Port | Address Port in Seconds in Seconds Protocol

192.168.25 1028 10.10.10.7 2725 3600

Table 6-2 State Table Entries

Application Gateways

Theapplication gateway, also known as aapplication-level firewall or application firewall, is frequently
installed on a dedicated computer, separate from the filtering router, but.is commonly used in con|finctic
with a filtering router.

The application firewall is also known apEdXy server since it runs special software that acts as a proxyjfor

a service request.

pages in their internal cache, and are thus also call@dche servers
One common example of an applicatiofevel firewall (or proxy server) is a firewall that blocks all

organization, and instead makes all such requests and responses go to intermediate computers [Jpr
proxies) in the less protected areas of the orgabiAOET.1. 60 1T AOx1 OES8

The primary disadvantage of applicationlevel firewalls is that'they are designed for one or a fe
specific protocols and cannot easily be reconfigured to protect against attacks on other protocols.

Circuit Gateways

The circuit gateway firewall operates at the transport layer.

Theydo not usually look at traffic flowing between one network and another, but they dprevent direct
connections between one network and another.

They accomplish this by creatingunnels:connecting specific proceses or systems on each side of th
firewall, and then allowing only authorized traffic, such as a specific type of TCP connection f
authorized users, in these tunnels

MAC Layer Firewalls

MAC layer firewalls are designed to operate at the media accesmtrol sublayer of the data link layer
(Layer 2) of the OSI network model.

4EEO AT AAT AO/OEAOA EEOAxAIT1 O O A1 OEAAO OEA [pb/
or network interface card (NIC) address in its filtering decisions.

Thus,MAC layer firewalls link the.addresses of specific host computers to ACL entries that identify thje
specific types of packets that can be sent to each host, and block all other traffic.

05/ mode|

Application

Application gateways < Presentation

Session

Circuit gateways — Transport

Packet filtering s— Network

MAC layer firewalls s—| Data link

1 Physical

Figure 6-6 Firewall Types and the OSI Model
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Hybrid Firewalls
Hybrid firewalls combine the elements of other types of firewallg that is, the elements of packet
filtering and proxy services, or of packet filtering and circuit gateways.
A hybrid firewall system may actually consist of two separate firewall devices; el is a separate
firewall system, but they are connected so that they work in tandem.
An added advantage to the hybrid firewall approach is that it enables an organization to make a secur(fy
improvement without completely replacing its existing firewalls.

FIREWALLS CATEGORIZED BY GENERATION

First generation firewalls are static packetfiltering firewalls » that is, simple networking devices that
AE1I OAO PAAEAOO AAAT OAET ¢ O OEAEO EAAAAOO AO [PEZ
Second gereration firewalls are application-level firewalls or proxy servers? that is, dedicated
systems that are separate from the filtering router and that provide intermediate services fo
requestors.

Third generation firewalls are stateful inspection firewalls, which, as described previously, monitor
network connections between internal and external systems using state tables.

Fourth generation firewalls, which are also known as dynamic packetiltering firewalls, allow only a
particular packet with a particular source, destination, and port address to enter.

Fifth generation firewalls include the kernel proxy, a specialized form that works under Windows N
Executive, stack which is the kernel of Windows NT. This type of firewall evaluates packets at multige
layers of the protocol, by checking security irthe kernel as data is passed up and down the stack.

FIREWALLS CATEGORISED BY STRUCTURE

Firewalls can also be categorized by the structures used to implement them.

1 Commercial -Grade Firewall Appliances Firewall appliances are standalone, self contained
combinations of computing hardware and software. These devices frequently have many of the featunfis
of a generalpurpose computer with the_addition.of firmware based instructions that increase their
reliability and performance and minimize the likelihood of their being compromised. These varian
operating systems are tuned to meet the type of firewall activity built into the application software tha
provides the firewall functionality.

Commercial -Grade Firewall Systems-A _commercialgrade firewall system consists of application
software that is configured for the firewall application and run on a generapurpose computer.
Organizations can install firewall software on an existing general purpose computer system, orehcan
purchase hardware that has been configured to specifications that yield optimum firewall performance
Small Office/Home Office (SOHO) Firewall Appliances As more and more small businesses an
residences obtain fast Internet connections with digitalsubscriber lines (DSL) or cable mode
connections, they become more and more vulnerable to attacks. One of the most effective methoddj|of
improving computing security in the SOHO setting is by means of a SOHO or residergi@de firewall.

These devices, &1 . ET T xT AO AOI AAAAT A CAOAxAUO 10 $3,(IrA.
local area network .or a'specific computer system to the Internetworking device in this case, the cabl
modem or DSL router provided by the Internet service provider (ISP). The ${® firewall serves first as

a stateful firewall to enable insideto-outside access and can be configured to allow limited TCP/IP po
forwarding and/ar screened subnet capabilities.

Residential #Grade Firewall Software Another method of protecting the resicential user is to install a

Ol £OxAQA ZEZEOAxATI 1T AEOAAOI U 11 OEA OOAOGGO Opade(Ai
software-based firewalls (some of which also provide antivirus or intrusion detection capabilities), but
unfortunately, they may not be as fully protected as they think. The most commonly used of residenti

grade software-based firewalls areMcAfee Internet Security, Microsoft Windows Firewatt.

FIREWALL ARCHITECTURES

The configuration that works best for a particular organization depends on three factors:
V The objectives of the network,
v OEA 1T OCAT EUAOEI T80 AAEIEOU O1 AAOGAI TP AT A EI D Al
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V  The budget available for the function.
Although literally hundreds of variations exist, there are four common architectural implementations: Packet
filtering routers, screened host firewalls, dualhomed firewalls, and screened subnet firewalls.

Packet-Filtering Routers
Most organizations with an Internet connection have some form of a router at the boundary betwee
OEA 1T OCAT EUAOCEI T 60 ET OAOT Al 1TAOxT OEO AT A OEA |
Many of these routers can be configured to reject packets that the organization doegt want to allow
into the network.
4EEO EO A OEIiBDI A AOO AEEAAOEOA xAUu=0O1l 11TxAO O
The drawbacks to this type of system include a lack of auditing and strong .authentication.
Also, the complexity of the ACLs uskto filter the packets can degrade network performance.

Screened Host Firewalls
Screened host firewalls combine the packéiltering router with a separate, dedicated firewall, such ag
an application proxy server.
This approachallows the router to pre-screen packets to minimize the network traffic and load on th
internal proxy.
The application proxy examines an application layer protocol, such as HTTéhd performs the proxy
services. This separate host is often referred to asbastion host
Compromise of the bastionhost can disclose the configuration of internal networks and possibl
provide attackers with internal information. Since the bastion host stands as a sole defender on t
network perimeter, it is commonly referred to as thesacrificial host

Bastion host

Trusted network

I

~ )
Proxy access ./ E;

S H LI B

\
L network  § r H
AN, ~ : ' .
R Application- . .
level firewall ’ = ’ ’
Blocked \ i = 5 i
data packets J I J L ] J L

Figure 6-12 Screened Host Firewall
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Dual-Homed Firewall
i One NIC is connected to the external network, and
i another NIC is connected to the internal network, providing an additional layer of protection

Dual-homed host
usedas a firewall providing Internal filtering
Network Address Translation router
(NAT) Trusted netwaork
External Proxy access
filtering router

| _f_,..J | \,:d_x\ \ .
ntrusted 4 ,: ¢ :
<_ netwark /1'- - -\-Il"' ] -\m a -\'-,ll' el B

., v, :
. /\"'fi-il-c red Blocked
: d | internal -
externa data packets =

data packets

Public IP zddresses NAT assigned local addresses

Figure 6-13 Dual-Homed Host Firewall
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With two NICs, all traffic mustphysically go through the firewall to move between the internal and
external networks.

Implementation of this architecture often makes use of NAT.

NAT is a method of mapping real, valid, external IP addresses to special ranges of-nmutable internal
IP addresses, thereby creating yet another barrieto intrusion from external attackers.

Screened Subnet Firewalls (with DMZ)

The architecture of a screened subnet firewall provides a DMZ.
The DMZ can be a dedicated port on the firewall device linking a single bastion host, or it can
connected to a sreened subnet, as shown in Figure-@4.
Connections from the outside or untrusted network are routed through an external filtering router.
Connections from the outside or untrusted network are routed inte and then out of a routing
firewall to the separatenetwork segment known as the DMZ.
Connections into the trusted internal network are allowed only from the DMZ bastion host servers.
The screened subnet is an entire network segment that performs two functions:

0 it protects the DMZ systems and information from outside threats by providing a network o

intermediate security

o It protects the internal networks by limiting how external connections can gain access to them.
Another facet of the DMZ is the creation of aarea known as an extranet.
An extranet is a segment of the DMZ where additional authentication and authorization controls ar
put into place to provide services that are not available to.the general public.

Demlitarized zone

Trusted network

Praxyaccess ni YES‘

.._\ _..--.___..___...___...___

L -l i
\ o
External Int erra\ ’ ’ -
filtering router filtering router

Figure 6-14 Screened Subnet (DMZ)

o Lo
& Untrusted

\_ fetwork

SOCKS Servers

SOCKS is the protocol fortharitlg TCP traffic via a proxy server.

The SOCKS system is"a proprietary circdiével proxy server that places special SOCKS cliesitle
agents on each workstation.

A SOCKS system can require support and management resources beyond those of traditiomelvtlls
since it entails the configuration and management of hundreds of individual clients, as opposed to
single device or.small set of devices.

SELECTING THE RIGHT FIREWALL

When trying to determine which the best firewall for an organization is, you sbuld consider the following
guestions:

1. Which type of firewall technology offers the right balance between protection and cost for the needjs
of the organization?

2. What features are included in the base price? What features are available at extra cdst? all cost
factors known?

3. How easy is it to set up and configure the firewall? How accessible are the staff technicians who
competently configure the firewall?

4. Can the candidate firewall adapt to the growing network in the target organization?

Prepared By: DIVYA K [LRN09IS016]




RNSIT INFORMATION AND NETWORK SECURIT

The most important factor is, of course, the extent to which the firewall design provides the require
protection. The second most important factor is cost.

CONFIGURING AND MANAGING FIREWALLS

Once the firewall architecture and technology have been seleat, the organization must provide for the
initial configuration and ongoing management of the firewall(s).

Good policy and practice dictates that each firewall device, whether a filtering router, bastion host, §
other firewall implementation, must haveits own set of configuration rules.

In fact, the configuration of firewall policies can be complex and difficult.

IT professionals familiar with application programming can appreciate the difficulty of debugging bot
syntax errors and logic errors.

Syntax errors in firewall policies are usually easy to identify, as the systems alert the administrator t
incorrectly configured policies.

Configuring firewall policies is as much an art as it is a science.

Each configuration rule must be carefully crafted, ebugged, tested, and placed into the ACL in t
proper sequence good, correctly sequenced firewall rules ensure that the actions taken comply wit
OEA 1T OCAT EUAQCEIT 60 bBI1EAUS

In a well-designed, efficient firewall rule set, rules that can be evaluated quily and govern broad
access are performed before ones that may take longer to evaluate and affect fewer cases.

BEST PRACTICES FOR FIREWALLS / FIREWALL RULES

Vii.

All traffic from the trusted network is allowed out.

The firewall device is never directly accessile from the public network for configuration or
management purposes.

Simple Mail Transport Protocol (SMTP) data is allowed to enter through the firewall.

ICMP is a common method for hacker reconnaissance.and should be turned off to prevent snooping.
Telnet (terminal emulation) access to all internal servers from the public networks should be blocked.
HTTP traffic should be blocked from internal networks through the use of some form of proxy access
DMZ architecture.

All data that is not verifiably authenic should be denied.

CONTENT FILTERS:

Content filter is another utility that can help protect an organisation's systems from misuse and u
intentional denial-of-service problems, and which is often closely associated with firewalls.

Content filters are also called reverse firewalls because their primary purpose is to restrict interna
access to external material:

Content filters has two components:

Bk Rating is like a/set of firewall rules for websites and is common in residential content filters.
can be

A complex;with multiple access control settings for different levels of the organization.
A simple, with a basic allow/deny scheme like that of a firewall.

» The filtering is a method used to restrict specific access requests to the identified resourcej
which ‘may be websites, servers, or whatever resources the content filter administratg
configures

The most. common content filters restrict users from accessing Web sites with obvious ndrsiness

related material, such as pornography, or deny incoming spamraail.

Content filters can be small adebn software programs for the home or office, such as NetNanny (
SurfControl, or corporate applications, such as the Novell Border Manager.

The benefit of implementing content filters is the assurance that employees are not distracted by ne

businessmaterial and cannot waste organizational time and resources.

The downside is thatthese systems require extensive configuration and ongoing maintenance t@ép

the list of unacceptable destinations or the source addresses for incoming restrictedneail up-to-date.

Prepared By: DIVYA K [IRN09IS016] Page8




RNSIT INFORMATION AND NETWORK SECURIT

PROTECTING REMOTE CONNECTIONS

In the past, organizations provided the remote connections exclusively through diaip services like Remote
Authentication Service (RAS). Since the Internet has become more widespread in recent years, other opti
such as virtual private networks (VPNs) have become more popular.

REMOTE ACCESS

The connections between company networks and the Internet use firewalls to sgfuard that interface.
Unsecured, dialup connection points represent a substantial exposure to attack:

An attacker who suspects that an organization has dialp lines can use a device called-a war dialer t
locate the connection points.

Awar dialer is an automatic phonedialing program that dials every number in.a configured range (e.g.,
555-1000 to 555-2000), and checks to see if a person, answering machine, or modem picks up.

If a modem answers, the war dialer program makes a note of the number anlden moves to the next
target number.

The attacker then attempts to hack into the network viathe identified medem connection using &
variety of techniques.

RADIUS, TACACS, and Diameter
0 RADIUS and TACACS are systems that authenticdte credentials of uses who are trying to access a
I OCAT EUAOQET 1 6 O-upcBnbectioOE OEA A AEAI

. Eemote access RADIUS
Telewarker server (RAS) server

. Remote waorker dials RAS and submits username and password
. RAS passes username and/password ta RADIUS server

3. RADIUS server approves or rejects request and provides access authorization
. RAS provides access to/authorized remote worker

Figure 6-16 RADIUS Configuration
The Remote Authentication Dial -In User Service (RADIUS) system centralizes the management o
user authentication by placing the responsibility for authenticating each user irthe central RADIUS
server.
When a remote access server (RAS) receives a request for a network connecfimm a dial-up client, it
DAOOAO OEA OANOAOOh Al T1 C RADIUSEBendrEA OOA 08O AOAR
RADIUS then validates the credentials and pass the resulting decision(accept or deny) back to the
accepting remote access server. Figure 86 shows the typicalconfiguration of an RAS system.
An emerging alternative that is derived from RADIUS is the Diameter protocol.
The Diameter protocol “defines the minimum requirements for a system that provides authentication
authorization, and accounting (AAA) services and can go beyond these basics and add comma
and/or object attributes.
Diameter security uses existing encryption standards includig Internet Protocol Security (IPSec) o
Transport Layer Security (TLS)
The Terminal-Access Controller Access Control System (TACACS) is another remote access
authorization system that is based on a client/server configuration.
There are three versions ofTACACS: TACACS, Extended TACACS, and TACACS+.
The original version combines authentication and authorization services.
The extended version separateshe steps needed to authenticate the individual or system attempting
access from the stepseeded toverify that the authenticated individual or system is allowed to make g
given typeof connection.
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SECURING AUTHENTICATION WITH KERBEROS
Kerberos consists of three interacting services, all of which use a database library:

1. Authentication server (AS), whch is a Kerberos server that authenticates clients and servers.
2. Key Distribution Center (KDC), which generates and issues session keys.
3. Kerberos ticket granting service (TGS), which provides tickets to clients who request services.
Kerberos is basedn the following principles:

The KDC knows the secret keys of all clients and servers on the network.
The KDC initially exchanges information with the client and server by using these secret keys.
Kerberos authenticates a client to a requested service on server through TGS and by issuing
temporary session keys for communications between the client and KDC, the server and KDC, and(jhe
client and server.
Communications then take place between the client and server using these temporary session key
Figures 617 and 618 illustrate this process.

(1) User logs into client machine (c}
(2) Client machine encrypts password to create client key (Kc)
(3) Client machine sends clear request to Kerberos TGS
(4) Kerberos TGS returns ticket consisting of:
e Client/TGS session key for future communications between client and TGS [Ke, TGS], encrypted
with the client's key
e Ticket granting ticket (TGT). The TGT contains the client name, client address, ticket valid times,
and the client/TGS session key, all encrypted in the TGS’ private key

Kerberos ticket
granting server (TGS)

ML
=||||||I —
i ==

Client (c)

Figure 6-17 Kerberos Login

(1) Client requests services from TGS sending:
server name (s), the TGT and authenticator
containing the client name, time stamp,
and optional session key, all encrypted
in the client/TGS session key [c, t, k]Kc, TGS

(1)
Kerberos (TGS)
(2) TGS responds with ticket containing:

e server name (s)

e client name, client address (a), valid ticket time (v), and
client/server session key, encrypted in the server’s private
key - Tc,s=s, [c, a, v, Kc,s]Ks
the client/server session key encrypted in the client/TGS
session key [Kc,s]Ke, TGS

Client (c) (3). Client authenticates to server by sending ticket
and an authenticator containing client address,

timestamp, and optional session key encrypted
in client/server session key - [c,t,k]Ke,s

(4) Server provides requested services to client
Server (s)

Figure 6-18 Kerberos Request for Services

SESAME
0 The Secure European System for Applications in a Multivendor Environment  (SESAME) is similar

to Kerberos in that the user is first authenticated to an authentication server and receives a token.
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The token s then presented to a privilege attribute server (instead of a ticket granting service as i
Kerberos) as proof of identity to gain a privilege attribute certificate (PAC).

SESAME uses public key encryption to distribute secret keys.

SESAME also builden the Kerberos model by adding additional and more sophisticated access contrj|l
features, more scalable encryption systems, improved manageability, auditing features, and the opti
to delegate responsibility for allowing access.

Vi RTUAL PRIVATE N ETWORKS

6 0.
i AET OAET ET ¢ POEOAAU OEOI OCE OEA OOA I A [
The VPNC defines three VPN technologies:

0 Atrusted VPN, also krown as a legacy VPN, uses leased circuits from a'service provider and condyfits
packet switching over these leased circuits. The organization must- trust.the service provider, w
provides contractual assurance that no one else is allowed to use these citsuand that the circuits are
properly maintained and protectec® hence the namerustedVPN.

Secure VPNsuse security protocols and encrypt traffic transmitted across unsecured public networkg
like the Internet.

A hybrid VPN combines the two, providing encypted transmissions.(as in secure VPN) over some 0
all of a trusted VPN network.

A VPN that proposes to offer a secure and reliable capability while relying on public networksust accomplish
the foIIowmg regardless of the specific technologies and ptocols being used:
Encapsulation of incoming and outgoing data, wherein the native protocol of the client is embedde
within the frames of a protocol that can be routed over the public network and be usable by the serv
network environment.
Encryption of incoming and outgoing data to keep the/data contents private while in transit over thq
public network, but usable by the client and/server computers and/or the local networks on both end
of the VPN connection.
Authentication of the remote computer and, prhaps, the remote user as well. Authentication and thg
subsequent authorization of the user to perform specific actions are predicated on accurate and reliabje
identification of the remote system and/or user.

VPN can be implemented using either Transpornode or Tunnel mode[Look atthe diagrams & explain something]

Telewarker client machine encrypts data and sends

to destination system with unencrypted header

: R VPN Virtual Tunnel
Teleworker client machine requests intranet
connection using transport mode VPN then the ,ﬂ\\

dlient machine acts as if locally connected = ; e Y . ‘/
\ | ‘f VPN server -~ L. VPN server L’ I

4 Untrusted )

e - gl

‘ ! § \ \ network / \m
™\ Y

/

. TS
Untrusted |

‘-\ netwark ~ \w
‘—\,M_;’r/' E’ VPN server encrypts  Remote VPN l

dlient packet and SEIVer receives

Remote VPN server acts as intermediate =i - ) places as data in packet, decrypts
client and encrypts/decrypts traffc torfrom - = packet addressed for  data packet, and sends

remole dlent Client sencs remole VPN server  to destination client Server eceles

Destination client maching unencrypted packet unencrypted packet

recelvesiencrypted data and decrypts

Figure 6-20 Tunnel Mode VPN
Figure 6-19 Transport Mode VPN

VTUPlanet

Oowne Stop Destination
BECOME A FAN For ALL VTWU Needs
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UNIT 3
SECURITY TECHNOLOGY

INTRODUCTION

This chapter builds on that discussion by describing additional and moradvanced technologieg intrusion
detection and prevention systems, honeypots, honeynets, padded cell systems, scanning and analysis tools,||;
access controls that organizations can use to enhance the security of their information assets.

INTRUSION DETECTI® AND PREVENTION SYSTEMS

An intrusion occurs when an attacker attempts to gain entry intoror disrupt the normal operationsf
an information system, almost always with the intent to do harm.

Even when suchattacks are selpropagating, as in the case ofinuses and distributed denialof-service
attacks,they are almost always instigated by someone whose purpose is to harm an organization.
Intrusion prevention consists of activities that deter an intrusion.

Some important intrusion prevention activities are writing 'and implementing good enterprise
information security policy, planning and executing effective information security programs, installing
and testing technology-based information security countermeasures (such as firewalls and intrusio

awareness activities.

Intrusion detection consists of procedures and systems that identify systeitrusions.

Intrusion reaction encompasses the actions.an organizatiomkes when anintrusion is detected.

These actions seek to limit the loss from an intrusion and return operation® a normal state as rapidly
as possible.

Intrusion correction activities finalize the restoration of operations to a normal state and seekot
identify the source and method of the intrusionin order to ensure that the same type of attack canno
occur agaire thus reinitiating intrusion prevention.

Information security intrusion detection.systems (IDSs) became commercially available in thdate
1990s.

An IDS works like a burglar-alarm in that it detects a violation (some system activignalogous to an
opened or broken window) and activates an alarm.

This alarm can beaudible and/or visual (producing noise and lights, respectively), or itan be silent (an
e-mail message or pager.alert).

With almost all IDSs, system administrators can choose the configuratiaf the various alerts and the
alarm levels associated with.each type of alert.

Many IDSsenable administrators to configure the sytems to notify them directly of trouble via email
or pagers.

The configurations that enable IDSs to provideustomized levels of detection and response are quit
complex.

A current extension of IDSechnology is theintrusion prevention system (IPS) , which can detect an
intrusion and also prevent that intrusion from successfully attacking the organization by means of a
activeresponse.

Because the two systems often coexist, the combined terintrusion detection and prevention
system (IDPS) is generallyused to describe current antiintrusion technologies.

IDPS TERMINOLOGY

Alert or alarm | An indication that a system has just been attacked or is under attack. IDPS alerts and alarms take

form of audible signals, email messages, pager notificationgr pop-up windows.

Prepared By: DIVYA K [IRN09IS016] Pagel2

N(

detection systems), and conducting and measuring the effectiveness of employee training afjd



RNSIT

Evasion

False attack

stimulus
False negative

False positive

Noise

Site policy

Site policy
awareness
True attack
stimulus

Tuning

Confidence
value
Alarm
filtering

Alarm
clustering
and
compaction

INFORMATION AND NETWORK SECURIT

The process by which attackers change the format and/or timing of theiactivities to avoid being
detected by the IDPS.

An event that triggers an alarm when no actual attack is jprogress. Scenarios thatest the configuration
of IDPSs may use false attack stimuli etermine if the IDPSs can distinguish between these stimuli an
real attacks.

The failure of an IDPS to react to an actual attack event. This is theost grievous failure, sirte the
purpose of an IDPS is to detect and respond to attacks.

An alert or alarm that occurs in the absence of an actual attack. A falgesitive can sometimes be
produced when an IDPS mistakes normal system activity fan attack. False psitives tend to make
users insensitive to alarms and thus reduce theireactivity to actual intrusion events.

Alarm events that are accurate and noteworthy but that do not pose significaiireats to information
security. Unsuccessful attacks arthe most common source ofDPS noise, and some of these may in fa
be triggered by scanning and enumeratiotools deployed by network users without intent to do harm.
The rules and configuration guidelines governing the implementation"andperation of IDPSs within the
organization.

A smart IDPS logs events that fit a specific profile instead of minewents, such as file modification or
failed user logins. The smart IDPS knows whendbesnot need to alert the administator

An event that triggers alarms and causes an IDPS to react asiiéal attack is in progress. The event may
be an actual attack, in which an attacker is atork on a system compromise attempt, or it may be a drill
in which security personnelare using hacker tools to conduct tests of a network segment.

The process of adjusting an IDPS to maximize its efficiency in detecting trpesitives, while minimizing
both false positives and false negatives.
TEA T AAOOGOA 1T &£ AT ) $036 0 AAEckrai0typedof attatisOOA A Ol U
The process of classifying IDPS alerts so that they can be more effectivelgnaged. Alarm filters are
similar to packetfilters in that they can filter items by their source or destination IP addresses, but the)
canalso filter by operating systems, confidence values, alarm type, or alarm severity.

A process of grouping almost identical alarms thaiappens at close tdhe same time into a single higher
level alarm. This consolidation reduces the 'number of alarms generated, thereby reducin
administrative overhead, and also identifies a relationship among multiple alarms. This clustering ma
be basedon combinations offrequency, similarity in attack signature, similarity in attack target,or other
criteria that are defined by the system administrators.

WHY USE AN IDPS?

To prevent problem behaviours by increasing the perceived risk of discovery and punishmefdr those
who would attack or otherwise abuse the system

To detect attacks and other security violations that are not prevented by other securityeasures

To detect and deal with the'preambles to attacks (commonly experienced as netwapkobes and other
AAT I OEDGIAE 10GS

To document the existing threat to an organization

To act as quality control for security design and administration, especially in large andomplex
enterprises

To provide useful information about intrusions that do take place, allowig improved diagnosis,
recovery, and correction of causative factors

IDPSs can also help administrators detect the preambles to attacks.

160
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and its defenses.
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doorknob rattlingand is accomplished by means dbotprinting (activities that gather information about

the organization and its network activities and asets) andfingerprinting (activities that scan network

locales for active systems and then identify the network services offered by the host systems).

A system capable of detecting the early warning signs of footprinting and fingerprinting functions like

neighbourhood watch that spots wouldbe burglars testing doors and windows, enabling
administrators to prepare for a potential attack or to take actions to minimize potential losses from a
attack.
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U Data collected by an IDPS can also help management witiuality assurance and continuous
improvement; IDPSs consistently pick up information about attacks that have successful
compromised the outer layers of information security controls such as a firewall.

The IDPS can also provide forensic information thatay be useful should the attacker be caught an
prosecuted or sued.

TYPES OF IDP SYSTEMS

T IDPSs operate as networkor host-based systems.

0 A network-based IDPS is focused on protecting network information assets.

0 Two specialized subtypes of networkbased DPS are the wireless IDPS and the netwo
behavior analysis (NBA) IDPS.

A The wireless IDPS focuses on wireless networks
A NBA IDPS examines traffic flow on a network in an.attempt to recognize abnorm
patterns like DDoS, malware, and policy violations.

o AhostAAOAA )3$03 DPOT OAAOO OEA OAOOAO T O ET OOQJO0 |
7-1 monitors both network connection activity and current information states on host servers
The applicationbased model works on one or more host systems that pport a single
application and defends that specific application from special. forms of attack.

Host IDPS: Examines the data in files stored on host
and alerts systems administrators of changes

External router

™

Ve Untrusted 4
network J \ -

M~

Metwork IDPS: Examines packets on networ
and alerts administrators of unusual patterns

Figure 7-1 Intrusion Detection and Prevention Systems

Network -Based IDPS

T A network-based IDPS (NIDPS)esides on a computer or applianceconnected to a segment of a
I OCAT EUAOQGET 160 1 AOx 1 @dific dnithat ndtvofk BeQrhedtQooking r<iridiCaions
of ongoing or successful attacks.
When the NIDPS identifies”activity that it is programmed to recognize as an attack, it responds [
sending notifications to administrators.
An NIDPS can detect mgnmore types of attacks than a hosbasedIDPS, but it requires a much more
complex configuration and maintenance program.
A NIDPS is installed at a specific place in the network from where it is possible to monitor the traff
going into and out of a paricular network segment.
The NIDPS can’be deployed to monitor a specific grouping of host computens a specific network
segment, or it may be installed to monitor all traffic betweenthe systems that make up an entire
network.
When placed next to a hubswitch, or other EAU 1T AOxT OEET ¢ AAOEAAR OE|
monitoring-port.
The monitoring port also known as a switched port analysis (SPAN) port or mirror port, is a speciall
configured connection on a network device that is capable of ewing all of the traffic that moves
through the entire device.
To determine whether an attack has occurred or is underway, NIDPSs compare measugedivity to
known signatures in their knowledge base.
In the process ofprotocol stack verification , the NDPSs look for invalid data packets that is, packets
that are malformed under the rules of the TCP/IP protocol.
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T In application protocol verification , the higherorder protocols (HTTP, FTP, and Telnet) arg
examined for unexpected packet behavior or impropeuse.

Advantages of NIDPSs
T Good network design and placement of NIDPS devices can enable an organization to use a few deyflces
to monitor a large network.
NIDPSs are usually passive devices and can be deployed into existing networks with little or (§o
disruption to normal network operations.
NIDPSs are not usually susceptible to direct attack and, in fact, may not be detectable by attackers.

Disadvantages of NIDPSs

T A NIDPS can become overwhelmed by network volume and fail to recognize attacks it might othesevi
have detected.
NIDPSs require access to all traffic to be monitored.
NIDPSs cannot analyze encrypted packets, making some of the network traffic invisible to the process
NIDPSs cannot reliably ascertain if an attack was successful or not.
In fact, someNIDPSs are particularly vulnerable to malformed packets,and may become unstable a(jd
stop functioning

Wireless NIDPS A A wireless IDPS monitors and analyzes wireless network traffic, lookingpr potential
problems with the wireless protocols.
Some issuesassociated with the implementation of wireless IDPSstinclude:
© Physical security: Many wireless sensors are located in public’areas like conference rooms, assemifly
areas, and hallways in order to obtain the widest possible network range. Sometbgse locaions may
even be outdoors
© Sensor range: ! xEOAT AOO AAOCEAAGO OAT CA AAT A huidkgE]EA A
construction, and the quality of both the wireless network card and accegmint. Some IDPS tools allo
an organization to identify the gotimal location for sensorsby modeling the wireless footprint based on
signal strength.
Access point and wireless switch locations:  Wireless components with bundled IDPSapabilities
must be carefully deployed to optimize the IDPS sensor detection griflhe minimum range is just that;
you must guard against the possibility of an attacker connectintp a wireless access point from a rangg
far beyond the minimum.
Wired network connections: . Wireless network components work independently of the wired
network when sending and receiving between stations and access points.
Cost: The more sensors deployed, the more expensive the configuration.

The wireless IDPSan also detect:

Unauthorized WLANs and WLAN devices

Poorly secured WLAN devices

Unusual usage pattens

The use of wireless.network scanners

Denial of service (DoS) attacks and conditions

Impersonation and martin-the-middle attacks
Wireless IDPSs aré unable to detect certain passive wireless protocol attacks, in which #téacker monitors
network traffic without.active scanning and probing.

Network Behavior Analysis System A NBA systems examine network traffic in order to identify problems
related to the flow of traffic. They use a version of the anomaly detection method to identify excessive pachfpt
flows such as might occur in the case of equipment malfunction, DoS attacks, virus and worm attacks, and s{fme
forms of network policy violations. Typical flow data particularly relevant to intrusion detection and
prevention includes:

Bk Source and destination IP ddresses

Bk Source and destination TCP or UDP ports or ICMP types and codes
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» Number of packets and bytes transmitted in the session
» Starting and ending timestamps for the session
The types of events most commonly detected by NBA sensanslude the following:

DoS attacks (including DDoS attacks)
Scanning
Worms
Unexpected application services (e.g., tunneled protocols, back doorsse of forbidden application
protocols)

V Policy violations

Host-based IDPS
T Ahost-based IDPS (HIDPSgsides on a particular computeror server, known as the host, and monitors
activity only on that system.
HIDPSs arealso known assystem integrity verifiers because they benchmark and monitor the status
of key system files and detect when an intruder creates, modifies, or deletes maried files.
An HIDPS has an advantage over an NIDPS in that it can access encrypted informatawelling over
the network and use it to make decisions about potential or actual attacks.
Also, since the HIDPS works on only one computer system, all. thaffic it examines traversesthat
system.
An HIDPS is also capable of monitoring system configuration databases.
The HIDPS triggers an alert when one of the following ocecurs: file attributes change, new files dfe
created, or existing files are deleted.
An HIDPS can also monitor systems logs for predefined events:.
The HIDPS maintains its own log file so that an audit trail is available even when hackers modify files [Jin
the target system to cover their tracks.
The only time an HIDPS produces a false pasg alert is when an authorized change occurs for
monitored file.
An HIDPS classifies files into various categories and-then sends notifications when changes occur.
Managed HIDPSs can monitor multiple computers simultaneously by creating a configuratidile on
each monitored host.

Advantages of HIDPSs

T An HIDPS can detect local events on host systems and also detect attacks that may elude a netw|firk
based IDPS.
An HIDPS functions on the host system, where encrypted traffic will have been decrypted arxd
available for processing.
The use of switched network protocols does not affect an HIDPS.
An HIDPS can detect /nconsistencies in how applications and systems programs were used jby
examining the records stored in audit logs.

Disadvantages of HIDPSs

T HIDPSspose more management issues because they are configured and managed on each monitdfled
host.
An HIDPS is vulnerable both to direct attacks and to attacks against the host operating system.
An HIDPS is'not optimized to detect multhost scanning, nor istiable to detect the scanning of nothost
network devices, such as routers or switches.
An HIDPS is susceptible to some deniaf-service attacks.
An HIDPS can use large amounts of disk space to retain the host OS audit logs; to function properlffl, it
may be necessary to add disk capacity to the system.
An HIDPS can inflict a performance overhead on its host systems, and in some cases may reduce sy(ftem
performance below acceptable levels.

IDPS DETECTION METHODS
IDPSs use a variety of detection methods toonitor and evaluate network traffic. Three methods dominate: the

signature-based approach, the statisticahnomaly approach, and the stateful packet inspection approach.
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Signature -Based IDPS

A

A

A signature-based IDPS(sometimes called aknowledge-based IDPSor a misuse-detection IDPS
examines network traffic in search of patterns thatmatch known signatures? that is, preconfigured,
predetermined attack patterns.
Signaturebased IDPS technology is widely used because many attacks havearcland distinct
signatures,for example:

o footprinting and fingerprinting activities use ICMP, DNS queryingand email routing analysis;

0 exploits use a specific attack sequence designed to take advantage of.a vulnerability to gffli

access to a system;
o DoSand DDoS attacks, during which the attacker tries to prevent the normal usage of a syste
I OAOI T AA OEA OUOOAI xEOE OANOAOGOOG 01 OEAQ
compromised ordisrupted.
A potential problem with the signature-basedapproach is that new attack strategies must continuall
AA AAAARAA ET O OEA )$0360 AAOAAAOA 1 &£ OECIT AOO(
recognized and might succeed.
Another weakness of the signaturébased method is that a slow, mthodical attack might escape
detection if the relevant IDPS attack signature has a shorter time frame.
The only way a signaturebased IDPS can resolve this vulnerability.is-to collect and analyze data o
longer periods of time, a process thatrequires substantially larger data storage capability and
additional processing capacity.

Statistical Anomaly -Based IDPS

A

> > > > > > >

The statistical anomaly-based IDPS (stat IDPS)r behavior-based IDP&ollects statistical summaries by
observing traffic that is known to benormal.

This normal period of evaluation establishes a performance baseline.

Once the baseline is established, the stat IDPS periodically samples network activity and, us
statistical methods, compares the sampled network activity to this baseline.

When the measured activity is outside the‘baseline parametersexceeding what is called theclipping
level? the IDPSsends an alert to the administrator,

The baseline data can include variables such as host memory or CPU usage, network packet types,
packe quantities.

The advantage of the statistical anomalpased approach is that the IDPS can detect netypes of
attacks, since it looks for abnormal activity of any type.

These systems require much /more overhead and processing capacity than signatiiased IDPSs,
because they must constantly compare patterns of activity against the baseline.

Another drawback is that these.systems may not detect minor changes to system variables and
generate many false positives.

Because of its complexity and impact othe overhead computing load of the host computer as well a
the number of false positives itcan generate, this type of IDPS is less commonly used than t
signature-based type.

Stateful Protocol AnalysiSyRPS

A

A
A
A

A
A

Stateful protocol analysis: (SPAJs aprocess of comparing predetermined profilesof generally accepted
definitions of benign activity for each protocol state against observed events to identify deviations.

By storing selevant data detected in a session and then using that data to identifytimsions that

involve multiple requests and responses, the IDPS can better detect specialized, multisession attacks
This process is sometimes calledieep packet inspectidnecause SPA closely examines packets at t
application layer for information that indicates a possible intrusion.

Stateful protocol analysis can also examine authentication sessions for suspicious activity as well as
''''''' ET AT OPT OAOA OO01 AgpAAOAA OANOAT A
repeatedly or issuing acommand without first issuing a command upon which it is dependent, as we
AO OOAAOGITT AAT AT AGOGGE A& O ATi i AT AO OOAE AO T ETE
The models used for SPA are similar to signatures in that they are provided by vendors.

It requires heavy processing overhead to track multiple simultaneous connections.
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Log File Monitors
A Alog file monitor (LFM) IDPS is similar to a NIDPS.

Using LFM,the system reviews the log files generated by servers, network devices, and even ot
IDPSs, doking for patterns and signatures that may indicate that an attack or intrusion i81 process or
has already occurred.
LFM is able to look at multiple log files from a number of differendystems.
It requires considerable resources since it involves theollection, movement, storage, and analysis ¢
very large quantities of log data.

IDPS RESPONSE BEHAVIOUR
Each IDPS responds to external stimulation in a different way, depending on its cenfiguration and function.

IDPS Response Options
A When an IDPS detest a possible intrusion, it has a number of response options, depending on t
Ei b1 ATl AT OET ¢ T OCATEUAQOET 160 PIi1TEAUh TAEAAOQOEOA
7EAT AT 1 EECOOET ¢ Al )$0360 OAOPTTOAOR OEA OU
response to an attack (or potential attack) does not inadvertently exacerbate the situation.
IDPS responses can be classified as active or passive.

0 An active response is a definitive action automatically initiated when certain types of alerts ar
triggered and can include collecting additionalinformation, changing or modifying the
environment, and taking action against the intruders.

o0 Passive response IDPSs simply report the information they have collected and wait for tije
administrator to act.

The following list describes some of the responses an IDPS can be configured to produce.
Audible/visual alarm: The IDPS can trigger a .wav file; beep, whistle, siren, or otheandible or visual
notification to alert the administrator of an attack. The most commortype of such notifications is the
computer pop-up, which can be configured withcolor indicators and specific messages.
SNMP traps and plug-ins: The Simple Network Management Protocol contains trafunctions, which
allow a device to send a message to the SNMP mmagement consolendicating that a certain threshold
has been crossed, either positively or negatively.
E-mail message: The IDPS can send-mail to notify network administrators of an event. Many
administrators use smartphones and other email enabled devices to checkfor alerts and other
notifications frequently. Organizations should use caution in relyingon email systems as the primary
means of communication between the IDPS and security personreemail is inherently unreliable, and
an attacker coud compromisethe e-mail system and block such messages.
Page or phone message:/The IDPS can be configured to dial a phone number amtoduce an
alphanumeric pager or a modem noise.
Log entry: The IDPS can enterinformation about the event (e.g., addresstéme, systemsnvolved, and
protocol information) into.an IDPS system log file or operating systertog file. These files can be storeq
on separate servers/to prevent skilled attackers frondeleting entries about their intrusions.
Evidentiary packet dump : Organizations that require an audit trail of the IDPS datahay choose to
record all log data in-a-special way. This method allows the organizatiaa perform further analysis on
the data and also to submit the data as evidence m civil or criminal case.Once the data has bee
written using a cryptographic hashing algorithm, it becomes evidentiary documentatiorr that is,
suitable for criminal or civil court use.
Take action.against the intruder: Known as trap-and-trace, backhacking, or tracebackthis response
option involves configuring intrusion detection systems to trace the datérom the target system to the
attacking system in order to initiate a counterattackWhile this may sound tempting, it is iltadvised and
may not be legal.
Launch program: An IDPS can be configured to execute a specific program whendigtects specific
types of attacks. A number of vendors have specialized tracking, traciramd response software that can
AA PAOO T &£ AT 1 OCAT Ewvtategy.i1 160 ET OOOOET 1T OAODI I
Reconfigure fi rewall: An IDPS can send a command to the firewall to filter out suspectedckets by IP
address, port, or protocolAn IDPS can block or deter intrusions via one of the following methods:
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source network, blocking only the services that seem to be under attack.
o0 Blocking all traffic to or from a network interface.
Terminate session: Terminating the session by using the TCP/IP protocol specifiggacket TCP closés
a simple process.
Terminate connection: The last resort for an IDPS under attack is to terminate the OC AT E Ol
internal or external connections. Smart switches can ¢uraffic to or from a specific-port

Reporting and Archiving Capabilities
Commercial IDPSs camgenerate routine reports and other detailed information documents, such as reports @
systemevents and intrusions detected over a particular reporting period

Failsafe Considerations for IDPS Responses

Failsafe features protect an IDP$rom being circumvented or defeated by an attacker. There are sever;
functions that require failsafe measuresEncrypted tunnels or other cryptographic measures that hideand
authenticate communications are excellent ways to secure and ensure the reliability thie IDPS.

SELECTING IDPS APPROACHES AND PRODUCTS

The following considerations and questions may help yoprepare a.specification for acquiring and deploying
an intrusion detection product.[Since it is not very important, | have given brief noteszor Extra info 7 refer text]

Technical and Policy Considerations
In order to determine which IDPS best meets an OCAT EUAOET 180 1 AAAOh AE OO
environment in technical, physical, and political terms.
x  What Is Your Systems Environment?
V  What are the technical specifications of your systems environment?
V  What are the technical specifications ofour current security protections?
V  What are the goals of your enterprise?
V  How formal is the system environment and management culture in your organization?
x  What Are Your Security Goals and Objectives?
Is the primary concern of your organization protectingfrom threats originating outside your organization?
Is your organization concerned about insider attack?
Does your organization want to use the output of your IDPS to determine new needs?
Does your organization want‘to use an IDPS to maintain manageriabrtrol (non-security related) over
network usage?
What Is Your Existing Security Policy?
V  How is it structured?
V  What are the general job descriptions of your system users?
\
\

Does the policy include reasonable use policies or other management provisions?

Has your organization defined processes for dealing with specific policy violations?

Organizational Requireménts and Constraints
91 6O 1 OCAT EUAQEI 160 1DAOAOETTAI <Cci Al Oh Al DO
security tools andtechnologies to protect your systems.
x  What Requirements Are Levied from Outside the Organization?
Is your organization subject to oversight or review by another organization?
If so,does that oversight authority require IDPSs or other specific system sedyrresources?
I OA OEAOA OANOEOAI AT OO &£ O pOAIT EA AAAAOO O1 ET AEOi ¢
Do regulations or statutes require that information on your system be accessible by the public during certal
hours of the day, or during certain date otime intervals?
Are there other security-specific requirements levied by law? Are there legal requirements for protection o
personal information (such as earnings information or medical records) stored on your systems?
Are there legal requirements for investigation of security violations that divulge or endanger that
information?
Are there internal audit requirements for security best practices or due diligence?
Do any of these audit requirements specify functions that the IDPSs must provide or support?
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Is the system subject to accreditation? o o o o
)y £ Ol h xEAO EO OEA AAAOAAEOAOQOEIT AOOETI OEOQUBO OAMOEC
Are there requirements for law enforcement investigation and resolution of security incidents?

evidence?

7EAO ' OA 91 00 / OCAT EUAQCEI T 60 2A01 OOAA #1711 OOO0A
What is the budget for acquisition and life cycle support of intrusion detection hardware, software, an
infrastructure?
Is there sufficient existing staff to monitor an intrusion detection system full time?
Does your organization have authority to instigate changes based on the findings of @trusion detection
system?

IDPSs Product Features and Quality
x |Is the Product Sufficiently Scalable for Your Environment?
V  Many IDPSs cannot function within large or widely distributed enterprise/network environments.
How Has the Product Been Tested?
V  Has the product been tested against functional requirements?
V Has the prodict been tested against attack?
What Is the User Level of Expertise Targeted by the Product?
V Different IDPS vendors target users with different levels of technical and security expertise. Ask the vend(jr
what their assumptions are regarding the users of theiproducts.
Is the Product Designed to Evolve as the Organization Grows?
V  Can the product adapt to growth in user expertise?
v #A1T OEA DPOI AOGAO AAADPO OI - CcOIl xOE AT A AEATCA 1T &£ ORA 1
V  Can the product adapt to growth and changm the security threat environment?
x  What Are the Support Provisions for the Product?
What are the commitments for product installation-and configuration support?
What are the commitments for ongoing product support?
Are subscriptions to signature updatesnicluded?
How often are subscriptions updated?
How quickly after a new attack is made public will the vendor ship a new signature?
Are software updates included?
How quickly will software updates and patches be issued after a problem is reported to the vem@
Are technical support services included? What is the cost?
What are the provisions for contacting technical support?
Are there any guarantees associated with the IDPS?
What training resources does the vendor provide?
What additional training resourcesare available from the vendor and at what cost?

STRENGTHS AND LIMITATLIONS OF IDPSs

<LK LK LKL L L L LLZLKLKL

Strengths of Intrusion Detectioml\and Prevention Systems

Monitoring and analysis of.system events and user behaviors

Testing the security states of system configurations

Baselining the security state of a system, then tracking any changes to that baseline
Recognizing patterns of system events that correspond to known attacks
Recognizing/patterns of activity that statistically vary from normal activity

Managing operating systen audit and logging mechanisms and the data they generate
Alerting appropriate staff by appropriate means when attacks are detected
Measuring enforcement of security policies encoded in the analysis engine
Providing default information security policies

Allowing non-security experts to perform important security monitoring functions

T
T
T
)l
)l
)l
)l
)l
)l
)l

Limitations of Intrusion Detection and Prevention Systems
1 Compensating for weak or missing security mechanisms in the protection infrastructure, such g
firewalls, identification and authentication systems, link encryption systems, access contrg
mechanisms, and virus detection and eradication software
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Instantaneously detecting, reporting, and responding to an attack when there is a heavy network (
processing load

Detecting newly published attacks or variants of existing attacks

Effectively responding to attacks launched by sophisticated attackers

Automatically investigating attacks without human intervention

Resisting all attacks that are intended to defeat or circavent them

Compensating for problems with the fidelity of information sources

Dealing effectively with switched networks

DEPLOYMENT AND IMPLEMENTATION OF AN IDPS

The strategy for deploying an IDPS should take into account a number of factethie humber o administrators
needed to install, configure, and monitor the IDPS, as well as the number of management workstations, the fjize
of the storage needed for retention of the data generated by the systems, and the ability of the organizationfjio
detect and respnd to remote threats.

IDPS Control Strategies

An IDPS can be implemented via one of three basic control strategies. A control strategy determines how(fan
organization supervises and maintains the configuration of an IDPS. It also determines how the inpand
output of the IDPS is managed. The three commonly utilized control strategies are centralized, partialf)
distributed, and fully distributed.

Centralized Control Strategy

105 Console

Merwork Information Sources

B s Host-Based ™ Application
i Manboring L] Momitoring 14 B omitari nag
Swstam - —N SyErem

D% Rgparting Eink= Maonitoring Links IS Response Links Miain Metework Links

Filgure 7-4, Cemtralized IDPS Control ™
All IDPS control functions are implemented and managed in a central location presented in the figure
xEOE/ OEA 1 AOGCA ONOAC I T AAATTAA O)$03 #
The IDPS console includes the management software, which collects information from the remdje
sensors (triangular symbols in the figure), analyzes the systems or networks, an@t@rmines whether
the current situation has deviated from the preconfigured baseline.
All reporting features are implemented and managed from this central location.
The primary advantages of this strategy are cost and control.
With one central implementation, there is one management system, one place to go to monitor thge
status of the systems or networks, one location for reports, and one set of administrative managemen
This centralization of IDPS management supports task specialization

—_
'aXN
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9 This means that each person can focus specifically on an assigned task.
1 In addition, the central control group can evaluate the systems and networks as a whole

Fully Distributed Control Strateqgy

Metework Information Sources

Mebtwork Host-Based Application
A omitoring hAiEnnitoring romitoring
Syetem SiSterm System

Monitoring Links 1D% Respanse Links Main Metwork Links

Flgure 7-5% Fully Distributed IDFS Commonod ™2
A fully distributed IDPS control strategy, illustrated in Figure 7-5, is the opposite of the centralized
strategy.
All control functions (which appear in the figure as small square symbols enclosing a computer ico
are applied at the physical location of each IDPS component.
Each monitoring site uses its own, pired sensors to perform its own control functions to achieve theg
necessary detection, reactionand response functions.
Thus, each sensor/agentiis best configured to deal with its own environment.

Since the IDPSs do not have to wait for a response fromcantralized control facility, their response
time to individual attacks is greatly enhanced.

Partially Distributed Control Stkategy
A partially distributed IDPS control strategy, depicted in Figure 76, combines the best of the other two
strategies.
While the individual agents can still analyze and respond to local threats, their reporting to
hierarchical centralfacility enables the organization to detect widespread attacks.
This blended approach to reporting is one of the more effective methodsf @etecting intelligent
attackers, especially those who probe an organization at multiple points of entry, trying to identify the
O U O O dohfiguiations and weaknesses, before they launch a concerted attack.
The partially distributed control strategy also allows the organization to optimize for economy of scale
in the implementation of key management software and personnel, especially in the reporting areas.
When the organization can create a pool of security managers to evaluate reports from multip(js
distributed IDPS systems, it becomes better able to detect these distributed attadisfore they become
unmanageable.
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